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Abstract

Personal medical monitoring technology can be used to in-
strument the body and enable the exportation of a variety of
physiological signals, either directly to mobile devices or via
web services to a “health portal” accessible by authorized
viewers. For example, both warfighters and cardiac patients
would benefit from continuous medical monitoring of their
electrocardiograms (ECGs). Such a monitoring system would
require at least two major subsystems: an ECG sensor with a
processor and a radio that can be packaged for use on the
body, and a base station that collects or forwards information
so that the data is accessible to relevant entities. We devel-
oped an end-to-end telemedicine system that enables on-line
ECG data analysis and viewing of that data at a distance. We
posit that such a system would prove valuable in military and
civilian healthcare settings such as cardiology, emergency
medicine, neonatal units, and assisted living centers.
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Introduction

The emergence of enabling technologies such as low-power
body sensors and the Internet has propelled new classes of
applications including self- and remote monitoring. When
outside the confines of a doctor’s office cardiac patients may
encounter transitory conditions and experience intermittent
episodes, but the doctor may have only anecdotal evidence to
support a diagnosis. On the battlefield soldiers may be out of
contact with the medics that can help them.

There are many physiological parameters that can be obtained
and analyzed, but the electrocardiogram is arguably one of the
most well studied and clinically significant. The electrical
activity of the heart provides a valuable indicator of the health
of one of the most important organs in the human body. In
fact, other signals may be derived from the ECG such as res-
piration and blood pressure [1]. In 2005, 17.5 million deaths
around the world were due to cardiovascular disease (which
represents approximately thirty percent of all deaths) and at
least twenty million people survive heart attacks and strokes
every year [2]; clearly constant vigilance and prompt response
has the potential to save many lives.

Telemedicine is a medical discipline in which healthcare
transactions can take place from afar. While the scope of te-
lemedicine can range from medical counsel during a telephone
call to remote surgery, we focus on a form of telemedicine
that can be provided using an automated service yet requires
little user interaction. Numerous innovative systems [3, 4, 5]
have endeavored to deliver telemedicine functionality through
various communication schemes. With healthcare costs rising
and the general population growing older, telemedicine is
viewed as a potential solution for freeing up healthcare pro-
viders’ time and mitigating costs [6, 7].

The desire for data-driven diagnosis can be met with a robust,
secure telemedicine system that conveys information retrieved
by a body sensor or network of body sensors. When a patient
is feeling ill, we envision a suite of sensors that automatically
relays information to a telemedicine center to be analyzed by a
healthcare professional.

To this end, we propose a system in which a body sensor de-
tects and processes an individual’s ECG waveform and trans-
mits the processed signal to a base station (in this case, a mo-
bile device). The goal of our system is to respond dynamically
to signal changes from the sensor and to incorporate that in-
formation into a set of policies that defines how the informa-
tion is sent to a remote location. A database stores the infor-
mation for subsequent web portal access either in real-time or
later.

Such a system presents several challenges. First, the entire
system must have a reasonable lifetime. The sensor is severely
resource-constrained and energy use is at a premium. Second,
the performance of the mobile device must not be dramatically
affected by the presence of the data processing service. A
process that dominates the CPU’s cycles or drains the mobile
device’s battery is not tolerable. Third, potential faults and
transient errors must be well understood and mitigated such
that the number of false event triggers is kept at an acceptably
low level.

We use the ECG as the primary signal for propagation
through the system. We assume that the wearer of the sensor
(and user of the mobile device) is initially strongly authenti-
cated by some mechanism (password, smart card, biometric,
etc.) inherent to the mobile device. Our main contributions
include:



e An algorithm in both the sensor and in the mobile de-
vice for detecting heart rate

o A user-level application with several generic interfaces
(sensor type, radio frequency (RF) medium, processing
algorithm, etc.) for receiving a signal and applying pol-
icies to control the state of the mobile device

e A web services interface for the mobile device to
communicate with an external or back-end network

e A web portal for authorized users to view either past or
current sensor data.

Related Work

Telemedicine systems have been developed in both industry
and academia. CardioNet [10] is an example of a commercial
cardiac monitoring service that offers automatic arrhythmia
detection and wireless transmission of the ECG through the
cell phone network. Medtronic [11] and Biotronik [12] have
also developed wireless remote monitoring solutions with
implantable cardiac devices such as ICDs and pacemakers.
Personal Care Connect [13] is a platform for a set of hetero-
geneous biomedical devices to communicate with a data hub,
which then communicates with a server. Due to the proprie-
tary nature of these systems, none provides the option, as we
do, of user control of the sensor’s operational mode.

One of the notable challenges in health informatics is auto-
mated data capture [6] which body sensors are well-positioned
to do. While Bluetooth-based sensor systems have been im-
plemented [3, 14], our design provides a more extensive solu-
tion with a custom sensor and web services, rather than WAP.
Previous work has limitations in the way that data is entered
(i.e., manually from a web site) while we use automatic data
capture and delivery. Some systems do not have a sophisti-
cated base station, and some do not forward data to a location
beyond the base station.

Several system architectures for telemedicine applications
have been proposed. The CodeBlue architecture [15], for
example, provides multiple services and acts as an informa-
tion plane that promotes sensor intercommunication. Code-
Blue’s primary limitation is its application to emergency sce-
narios whereas our system is focused more on wearability and
regular usage. Pollard et al. [7] designed a three-tiered medi-
cal monitoring system but consider the three tiers to be the
user interface, the web server, and a “real-time server” that
contains temporary storage and servlets. Our system empha-
sizes the distinction between the sensor and the mobile device
as separate entities with separate responsibilities.

Other sensor-oriented research projects would not fit well
within our system framework. The Human++ research pro-
gram [16] has investigated placing body sensors on flexible
substrates with the goal of improving wearability. The focus
of their research is more on low-power options and sensor
hardware design rather than a full end-to-end system. AMON
[4] is a wrist-worn device for collection and processing of
vital signs and leverages the GSM infrastructure for commu-

nication. While AMON collects data for a large suite of a sen-
sors, the location of their ECG sensor (on the wrist) makes the
collection of clinically useful data extremely difficult. The
location of our sensor (on the chest) is much more conducive
to receiving high quality ECG signals.

Methods

In this section we develop the approach to our solution. Our
hypothesis is that our system conforms to the system specifi-
cations below, and in so doing, provides accurate analysis of
an ECG waveform with acceptable low-latency transmission
through all the component tiers from the sensor to the web
portal.

System Specification

The technical capabilities of the system must support the ulti-
mate clinical purpose of the system. The metrics that we quan-
tify are performance and accuracy. Sufficient performance
dictates that the sensor data is processed and propagated
through the system with reasonable delays (which will be in-
evitable due to the routing of the sensor data from the sensor
to a mobile device to the Internet). Accuracy demands that
false positives and false negatives are minimized.

Several factors play a role in specifying the functionality and
constraints of our system. Here we list the system specifica-
tions.

e Wearability and usability. In order for a system to be
successful users must be willing and able to use it.
Therefore, the sensor must conform to a reasonable
form factor and require as little user intervention as
possible to use it.

e Long lifetime. The sensor and mobile device must
conserve energy to extend the life of the battery for as
long as possible. Reducing communication costs and
active computation serve to meet this objective.

e Accuracy. The signal processing on board the sensor
must be accurate and resilient to many types of signals.
No body sensor will be able to sense the ‘perfect’
waveform because of changes in the electrode-skin in-
terface, motion artifacts, and quantization errors, for
example.

e Near real-time. The immediacy of medical informa-
tion calls for timely data examination when a patient
feels ill. Sensed data should be viewable via the web
portal interface in seconds, not minutes.

e Conformity to security best practices. A design that
treats security as an afterthought or ignores it altogeth-
er is inappropriate in today’s society. Basic encryption,
authentication, and authorization protocols should be
utilized throughout the system.



Architecture

The approach we take to solving this problem is based upon a
unique, tiered, and service-oriented architecture. We differen-
tiate our architecture from others because of (1) our use of
web services to make data visible at a distance and (2) our
provision for fine-grained control of the sensor’s operational
mode. The first tier is the sensor in which data is sensed,
processed, and transmitted. The second tier is the mobile de-
vice in which data is received, further processed, and transmit-
ted via a web service. The third tier is the web portal and da-
tabase that interact to display the data on the Internet.

The individual being monitored wears three electrodes to ob-
tain a one-lead ECG signal with common-mode rejection to
reduce noise such as power-line interference. Addressing
noise at the earliest stage reduces complexity further on in the
system and provides a cleaner signal for digital filter analysis.
The circuitry feeds the signal into an analog-to-digital conver-
ter with a sampling rate of 1000 Hz. We programmed the
heartbeat (QRS) detection algorithm in C for the Texas In-
struments MSP430 microcontroller and in C# for the mobile
device. Based on the operational mode, either the raw ECG
waveform or the processed heart rate information is delivered.
Rather than sending the ECG waveform indefinitely, a portion
of the ECG waveform can also be specified, with the default
behavior being the transmission of heart rate data. The sensor
transmits the data via Bluetooth.

There are PDA and laptop versions of the mobile device
client, thus enabling multiple computing modalities. Both ver-
sions provide the same underlying functionality. In our de-
sign, only the mobile device is permitted to control the opera-
tional mode of the sensor. While functionality could be im-
plemented to permit the web portal to exert such control, we
choose not to do this because of the potential security vulne-
rability. Since the sensor produces protected health informa-
tion, it would be advantageous for the monitored individual to
determine what kind of (and how much) information is deli-
vered remotely. That is the approach we implement.

Figure 1 illustrates the interaction between the sensor and the
mobile device independent of the communication with the
web portal. The first two tiers (shown in Figure 2) are suffi-
cient for self-monitoring and could be applied to situations in
which one would desire a more informed perspective on one’s
health.

There are two primary web services, one that serves as the
interface between tiers two and three, and one within tier three
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Figure 1 — There are several levels of communication from
sensor data production to web server publishing.

Figure 2 — The communication between the sensor and the
mobile device permits a real-time view of one’s ECG and
heart rate.
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Figure 3 — The charts produced by the web portal facilitate a

view of either an ECG signal or the heart rate variability over
a period of beats.

(200 beats)

that provides the link between the database and the web por-
tal. The mobile device invokes a web service to push data
through the Internet and into the database. The web portal
invokes a web service to pull data from the database and gen-
erate an XML file for defining the graph. We use the
XML/SWEF library to generate the chart, an example of which
is shown in Figure 3, and update it automatically. We make
heavy use of the AJAX design paradigm to create a rich, in-
teractive user experience.

We must manage concurrency and scalability issues as there
may be several people accessing the web portal at one time.
Accesses to the database and generation of the chart XML
files (which rely on the information from the database) are
done in such a way that multiple clients may view the web
portal and multiple mobile devices may push data to it.

When an anomaly in either the sensor data or the connection
arises, the mobile device can send a message to the web server
notifying it of the event. When the heart rate is above or be-
low certain programmable thresholds or when sensor data is
not received for an extended time, the mobile device will noti-



fy a web service so that the web portal reflects the current
state of the sensor and device.

Experimental Setup

We have designed several experiments in order to evaluate
our proof-of-concept system using both accuracy and perfor-
mance metrics. These metrics provide insight into the overall
operation of the system.

We developed the web services and the web portal on a Mi-
crosoft ASP.NET platform and a Microsoft IIS server delivers
the web services and web portal. We use a MySQL relational
database consisting of three tables that log users, connections,
and sensor data. Signals are identified by a numerical tag. The
two recognized data types that may be stored are the raw ECG
signal (in 2-kB chunks) and heart rate.

Results

The purpose of our system is to offer an end-to-end solution
using Bluetooth and web services. The novelty of the system
is in the results of our accuracy and performance evaluation.

QRS Detection

In order to detect heartbeats (QRS complexes), we analyzed
the forty-eight recordings in PhysioBank’s MIT-BIH (Massa-
chusetts Institute of Technology — Beth Israel Hospital) Arr-
hythmia database [8]. Each half-hour recording contains car-
diologist annotations denoting the frequency and type of beats
(e.g., normal, atrial premature beat, etc.). These annotations
provide a gold standard by which to compare automatic detec-
tion algorithms.

The framework for our QRS detection algorithm is derived
from the Pan-Tompkins algorithm [9]. As displayed in Table
1, at a sampling rate of 1 kHz we achieve 99.54% QRS sensi-
tivity (the proportion of QRS complexes correctly identified
as such) and 99.79% positive predictivity (the probability that
a QRS detection is correct).

For many ECG applications 1 kHz is more than sufficient for
performing signal analysis [1]. In order to quantify the effect
of reducing the processing overhead on accuracy, we reduced
the sampling rate and carried out the tests again. The benefits
of reducing the sampling rate are manifold. First, the proces-
sor may idle for a longer period of time, which conserves
energy. Second, there are fewer memory requirements be-
cause the number of samples that must be stored is tied to
time, not sampling rate (and reducing the sampling rate reduc-
es the number of samples in a unit time period). The primary
reason for not reducing the sampling rate is clinical accura-
cy—when reproducing the entire ECG waveform it is impor-
tant to sample relatively frequently.

Table 1 further shows that our heart rate algorithm is resilient
to a decrease in sampling frequency. We chose the lowest
sampling frequency, 100 Hz, for two reasons. First, the
difference filter operates on 10 ms of data so sampling at 100

Table 1 — Decreasing the sampling rate has only a slight ef-
fect upon the average accuracy of the QRS detection on 48

signals.
Sampling Average Average RR Error
Rate (Hz) Sensitivity Positive (ms)
Predictivity

1000 99.54% 99.79% 60.55

500 99.48% 99.50% 91.33

250 99.40% 99.72% 72.91

100 99.12% 99.09% 80.95

Hz produces one sample during that time. Second, it is a fac-
tor of 10 smaller than 1 kHz, but is still sampled frequently
enough to prevent significant aliasing.

Performance

We examined the performance of the web site by accessing it
via another computer on the same intranet. This minimizes the
effect of network latency on the measurements, emphasizing
the performance of the web service.

We varied the number of samples viewed on the web site to
test the responsiveness of the web service, database, and XML
chart data. Each experiment was run for 10 minutes.

When viewing 100 samples, which corresponds to 100 heart-
beats or 100 ms of ECG waveform data, the average round
trip time of the web service is 298 ms. The median time is 348
ms. This means that the distribution is skewed left—a some-
what surprising result because the response time is lower
bounded by zero whereas there is no limit to how long a re-
sponse could take.

When viewing 1000 samples, the average round trip time in-
creases to 755 ms and the median time is 452 ms. When view-
ing 5000 samples the average round trip time surges to 3.039
seconds with the median time slightly lower (2.770 seconds).
The response time of the site becomes noticeably slower as
the amount of data viewed increases. Thus five seconds of
data at a time, given the constant update, is a reasonable upper
bound. When the user interacts with the graph, which interac-
tively displays the sensor readings, the response time of the
web service increases (as expected).

We believe that our system is sufficiently responsive to ac-
commodate multiple users with real-time data updates. Our
conclusion is reinforced by the fact that the web server runs
on a development, rather than a dedicated, system. Using a
dedicated system would allow the number of users to scale up
and further decrease the response time.

Discussion

In this section we examine the limitations and future phases of
the project.



Limitations

There are three main limitations of this work. First, current
sensor technology is often inhibited by the unreliability of
wireless connectivity. When the connection between the sen-
sor and mobile device or between the mobile device and In-
ternet fails, the mobile device must respond with a warning.

Second, the availability of the Internet (and wireless Internet
in particular) is assumed. With access to the Internet being
nearly ubiquitous (and growing more so), and the mobile de-
vice being an inherent cost of the system, we submit that these
limitations will only become ‘less limiting” as time goes on.
However, if wireless Internet is involved, the system can only
be as available as the wireless connection.

Finally, the small memory available on the sensor and the
relatively high-bandwidth ECG signal (1 kB/s uncompressed
at a sampling rate of 1 kHz) prohibits many store-and-forward
options. Potential solutions such as compression or reducing
the sampling rate still don’t provide enough savings to con-
tend with the limited size of the sensor’s 8-kB flash memory.

While we did not directly evaluate security, it is a system
property that must not be overlooked in the context of medical
systems. We have adopted available standards in addressing
the security problem. For example, we utilize encryption and
authentication in the Bluetooth module and require encryption
(SSL) for both the web services and the web portal.

System Evolution

We seek to extend the project in multiple directions in both
the hardware and the software. For the hardware we seek ul-
tra-low-power operation through sub-threshold logic design
techniques and ultimately we will investigate the potential of
energy scavenging. For the software we will further explore
the fusion of multiple sensor signals and how a network of
body sensors may affect data identification and security.

Conclusions

We have presented a service-oriented system that incorporates
a custom, wearable body sensor, a mobile computing device,
and a web portal to provide an end-to-end telemedicine solu-
tion for cardiovascular ailments. The ability to control the
sensor via a mobile device is a powerful utility for obtaining
information. A web services approach for storing the data at a
remote server can provide great flexibility and usability for
those concerned with an individual’s health. Our design and
implementation have demonstrated the feasibility of the archi-
tecture and the accuracy of our processing algorithm in a con-
strained environment.
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